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2.3 K8S Authenticator - Detall

K8S

. Token

APl Server

“apiVersion”: “authentication.k8s.io/v1beta1”,
"kind": “TokenReview”,
‘spec”: {

“token”: “014dkeidbn---"

TokenReview TokenReview
Response Request

Webhook

Server

AHLH A|AE Github
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“apiVersion": “authentication.k8s.io/v1beta1”,
"kind": “TokenReview”,
“status”: {

“authenticated”: true,

“user”: {
“username”: janedoe@example.com,
“uid”: “40",
“groups’, ["developers”, “admin’]
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Configuration
- --authentication-token-webhook-config-file

clusters:
- name: webhook-token-auth-cluster
cluster:
server: https://{host}
Lnsecure-skip-tls-verify: False

users:
- name: webhook-token-auth-user

current-context: webhook-token-auth
contexts:
- context:
cluster: webhook-token-auth-cluster
user: webhook-token-auth-user
name: webhook-token-auth
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SDK

- Kubebuilder (https://github.com/kubernetes-sigs/kubebuilder)
- Operator-sdk (https://sdk.operatorframework.io)
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Simple Default & Validate
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HE AR

E

spec:

predictor:

registries:

- name: detector
mountPath: /data

containers:

- name: main
image: alpine

graph:

entrypoint: main

\/

=222} 3 0|40 =2

HTTP REST/gRPC
Request
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- (2mg|0]E{) A/B(N) Test, Mirror, Timeout, Retry X0

Spec:
routes:
- name: model-a
weight: 80
- name: model-b
weight: 20
mIirror:

- name: model-c

_

Operator _
Reconcile

Gateway

VirtualService
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Scheduling Framework
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https://kubernetes.io/docs/concepts/scheduling-eviction/scheduling-
framework/
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- HPA Metrics Aggregator 412

HPA Autoscaler Metrics Custom Metics
Aggregator Adapter

Deployment

Prometheus

Istio Telemetry
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Spec:
hpa:
maxReplicas: 10
minReplicas: 1
metrics:
- resource:
name: hpa-exam
target:
type: RequestRate
averageUtilization: 60

\_/
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Contains trained ML models
- Allows us to easily access the models to deploy from one location

Model versioning
- Easy rollback to previous versions
- Enables A/B/ntesting between different versions of same model

Model metadata
- Ability to trace which in environment model was trained and with what
dataset (reproducibility)
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- Client SDK for interacting with registry
- Store files and metadata in respective backends

.‘ File management
Object storage
Model Registry

Metadata
management
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Model downloaded when deploying
- Separate the trained model and its execution environment

- Easier to manage with their own life-cycles

Container Registry

Model Container

Model

Model Registry
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- For large models caching is supported

Container Registry i
odel Container

Model
(cache mounted)

Cache
Volume

Model Registry
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Parallel upload/download

- Many models are large in size and uploading/downloading can be time
consuming

- Using multiple threads can increase total throughput

- When to cache models
- Network storage is usually more expensive than ethereal (local) disk

storage
- Consider if caching is actually required when deploying each model
- Highly critical or very large models are good candidates
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Synchronous predictions
- Client requests and waits until prediction is done
- Default prediction mode

Asynchronous

- Client queues predictions

- Can retrieve result when prediction is done

- Preferred when prediction workloads take long (e.g. video processing)
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- Use message queue as asynchronous input

‘ Queue prediction
> Message Queue
i

Dequeue prediction

Run prediction

Save result

Object storage




2.8 Synchronous/Asynchronous - Detail

- Store prediction payload if request body is large

Message Queue

Queue prediction

Store payload

Read payload

Object storage

Dequeue prediction

Save result

| %

Run prediction
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- Get result information via message queue

Queue prediction
‘ Message Queue
allh -
Get result info :
Wirite result info
: Save result
Read result

Run prediction
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- Get result information via webhook

‘ Queue prediction
X - Message Queue
i

Save result

Object storage

Read result

Run prediction

Send result info to webhook
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- Using Async API server

Queue prediction

Poll

Read result
(if available)

Save result
Executor

Object storage

Wirite to queue
. Message Queue

Run prediction




DEVIEW

2.9 Provider / Consumer - Why 2021

Provider

- Used to represent a model service

- Ability to control request access modes and rate limits for endpoints
- Optionally includes a description and usage guide

Consumer

- Allows us to identify requesting clients

- Linked to organizations or individual users

- Enables auditing and access control per client
- Contains API tokens
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Provider access modes

B Private <© Permissive € Public

- Only certain authorized - Any request with an API - All requests are allowed
clients can access model token allowed - Still authenticates API
API - Allows provider owner to tokens for auditing if

- Provider can choose exactly audit all requests possible

which consumers have
access



DEVIEW

2.9 Provider / Consumer - Detalil 2021

Consumer authentication via APl token

Authentication

service

Authenticate request consumer

‘ Consumer APl token
ol

Check If consumer exceeds rate limit

Rate limit service
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Try to utilize service mesh capabilities
- |f using a service mesh, try to see if built-in mechanisms fits your use case

Build service catalogs

- With list of providers it is possible to create a view of all service providers
- Gives clear view to model consumers of which services are available
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Allocating server resources
- (Before) PM/VM equipment ordering and installation
- (Now) Various machine type pools that can be assigned as needed

Deploying models
- (Before) Install environment and implement specific middleware
- (Now) Runtime container image and YAML configuration
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3.1 What improved? 2021

Model logging/monitoring management
- (Before) Implement logging and monitoring forwarding
- (Now) Simply set forwarding information in YAML

Model networking
- (Before) APl Gateway, discovery based infra with routes in DB
- (Now) Networking configured directly through YAML resources



DEVIEW

3.1 What improved? 2021

Model scalability
- (Before) LB in front model, manually add machines to scale out

- (Now) Conditional in/out scaling for models

Model registry
- (Before) Models spread out in different storages
- (Now) Upload/download via CLI/SDK, central store with metadata tracking
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Model operation management
- (Before) Manage server access rights, individual operations by admin
- (Now) Management authority for models and load controllable by user and

linked to iIn-house authentication
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Pipelining
- Data collection + Model training + Model inference
- MLOps Level 2

Model graph
- Define flow for complex predictions involving multiple models

Model interface SDK
- Provide abstract model interface to improve model compatibility and reusability



WE ARE HIRING

https://naver-career.gitbook.io/kr/service/clova/mlops 7
clova-jobs@navercorp.com



https://naver-career.gitbook.io/kr/service/clova/mlops
mailto:clova-jobs@navercorp.com

O

\
hank
Y
0
U




